KnéepoesonacHoctb 2026:
TBOS ULMPpPOBas KPenocCTb

[ No 3aluTe AaHHbIX U TUMYHOCTU B COBPEMEHHOM MUpe




Baw umndppoBoun
csieq— 3TO TOBap

o AKTUBHbIN cnep: To, YTO Bbl Ny6NMNKYyeTe
camu (NocTbl, POTO, KOMMEHTapUN).

* MaccueHbin cnep;: To, YTO cobupaeTcs
He3ameTHo (IP-agpec, uctopusa noucka,
reonokawus, Mofesnb YCTPOUCTBA).

* Puck: [laHHble n3 ciMBoB (Hanpumep,
Delivery Club) HaBcerga octatoTcs B CETU
M UCNOMb3YHOTCA ANS CO34aHUA LMPPOBOro
npodwuna unn aTak.

«MHTEepHeT NOMHMUT 60o/blLue,
YyeM BaM XOTeNnoCb Obi».



CouuanbHas UHXXeHepuS:
B3510M yenoBeka, a He CUCTEMbI

OnpepeneHune: MaHunynauma nrogbMu ¢ Lenbko
nobyauTb UX COBEPLUNTb AEUCTBUA MU pasrnacuTb
KOHUAeHUNanbHy0 MHGopMaLmto.
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Tpurrepbl B3noma:

e Ctpax: «Baw akkayHT 3a6/10KupoBaH!»
* Jlio6onbiTcTBO: «CMOTPW, YTO NPO TEOA Hanucanu!»
e XXanoctb: «CPOYHO HYXXHbl AE€HbIM Ha onepaLuioy.

MOLUEHHUKU ULLYT YA3BUMOCTHU B BaLLen
NCUXONOrMK, a He B NPOrpaMMHOM Kope.



Pbi6anka Ha faHHbIe:
AOULLMHI, BULLUHT, CMMLLUMHI

®Ouwunr (Phishing): CmuwmHr (Smishing): Buwmunr (Vishing):
[ToapenbHble canuTbl U SMS ¢ onacHbIMK [010COBOE MOLLEHHUYECTBO.
nucbma. Beerpa cCbiNKaMu (Hanpumep, 3BOHKM OT «CYXObI
nposepanTe URL BpyyYHyto. «[JocTaBKa OTMEHEHa»). 6e30MacHOCTM.

Action: He nepexoauTe No cCbi/IKaMm.
Nepe3BaHuBauTe no opuuMaibHbIM HOMeEpaM.



Oundenku: Korga
rnasam v yiam BepuTtb
Henb3s

o Ayamno-agundeuku: UM knoHmnpyet
ronoc 6,1M3KOro YenoBseka C
TOYHOCTbIO A0 95% nng npocbbbl 0
CPOYHOM NEepeBoae AEHeEr.

« Bupeo-pgundenku: NopaenbHolie
BUOEO03BOHKM OT «HavyanbCTBa» Uiu
«POAOCTBEHHUKOB.

» MeTop 3alWwiuThbl: [JOroBOpUTECH C
61M3KUMKM O KOJ,0BOM CJ1I0BE O1A
NOATBEPXKXAEHMA IMYHOCTU B
3KCTPEHHbIX CUTYaLUsIX.




duHaHCOBbIE JIOBYLLKW
U Nnerkue AeHbru

« «be3sonacHbi cyeT»: Muao.
CoTpyaHuku LUb nnn nonuuuu
HUKOrZa He npeanaratoT NepeBecTyu
NEeHbrM Ha «6e3onacHbln CYeT».

* NlHBeCTULIMOHHOE MOLLEHHUYECTBO:
DeinkoBbIe KpUNTOBUPIXKK U
nnatdopMbl, obellatoLme
rapaHTUpOBaHHbI 40XO0A,.

* HanuyHble: TpeboBaHWe CHATb
HannyHble U nepeaaTtb Kypbepy —
100% npu3HaK MOLLEHHUYeCTBa.




MoLLueHHUYeCTBO B coLceTaX U JIo)XKHaa Texnoaaepixka

deikoBbie KOHKYPCbI: JNloXkHasA TexnopaepXxka:
Ccbinku Tuna «fporonocyi 3a MeHsA» BeAyT Ha BcnnbiBatowme okHa «Batwu MK 3apaxeH!» ¢
GULINHIrOBbIe CailTbl A1 KpaXkKu Napons. HOMepoM TenedhoHa MOLLEHHUKOB.

MmaBHoe npaBuno: Hukoraa He coobuwante koabl u3 SMS u Push-yBegomnenni (2FA).

JTO KNO4YuM OT BaLuen UMdpoBOU XXU3HM.




BpepaoHocHoe [10:
HeBuaumbie Bparu

e CUMNTOMbI 3apa)KeHus:
3ameneHune paboTbl, HOBbIE
paclMpeHus B bpaysepe,
CaMornpou3BosibHble
nepesarpysku.

e lLindposanbuku (Ransomware):
[TfporpamMmbl, KOTOpbIe WNgpyLoT
dainbl n TpebytoT BbIKY.

* lLinnoHckoe MO (Spyware): CneauT
3a BBOAJOM KJ1aBMaTypbl U
aKTUBHOCTbIO 9KpaHa.

* UcTouHKK: MNnpaTcKuin cogr,
TOPPEHTbI, 3apaxeHHble USB-¢pneLukw.




Yrpo3bl cetu: Wi-Fi
u DDoS-aTaku

e My6nuyHbin Wi-Fi: OTKpbITble ceTu B Kade
nepeparoT AaHHble B OTKPbITOM Buae. He
MCMoNb3ynTe UX ANna 6aHKOBCKUX ornepauni
6e3 VPN.

e DDoS-atakum: [leperpyska cepBepoB
MWSIMOHaMM 3aNpPOCOB C 3apa)K€HHbIX
yCTPOUCTB (BOTHETOB).

e 3awuTa aoma: MIamMeHnTe cTaHAapPTHbIN
naponb poyTtepa, oTkaroynte UPnP un
yAaneHHoe agMUHUCTPUpOBaHHKE.




O Ctatuctuka: 27% peten CTankuBanucb ¢ KU6epobynnnmHrom, Ho ToNbKo 8%
poauTenen 3HaroT 06 3TOM.

O OokcuHr (Doxing): Myénukauuna NUYHbIX AaHHbIX (aapec, WKona) Ans TpaBu.
O CtankuHr: Cnexka 4yepes reotern M YeKuHbl B COLICETSX.

O CoBeT: He BCTynaiTe B Ananor ¢ arpeccopom. bnokunpyinte n coobuiante
aAMWHUCTPaLKMK nnaTthopMbl.



[lepBas NMHUA 0OBOPOHDI:
[Maponu n MOA

e Maponu: MMHUMYM 12 CUMBOJIOB, pa3sHble
ANA Kaxaoro canta. Ucnonbsynte
MeHe)Kep naposeun.

e MOA (MFA): MHorodakTopHas
ayTeHTUduKaLuus. TpebyeT He TOJNbKO
3HaHue (NapoJib), HO 1 BllageHne
(TenedoH) nnu ceomncTBo (bUoMeTpuUs).

 [paBuno: Bkniouute 2FA Be3ge, rae ato
BO3MOXHO (locycnyru, couceTtu, noyra).



[MporpaMmMHas 3awumTa:
AHTUBUPYCDI N
OO6HOBIEHUS

* PRO32: 3awuTa Be6-Kamepbl U
6a30BbIX Yrpos.

o Kaspersky Internet Security: 3awura B
peanbHOM BPEMEHU U OT (PULLKUHTA.

* Dr.Web Security Space: bnokupoBka
LN POBANbLLINKOB U ONacHbIX Be6-
pecypcos.

e O6HOBNEHMA: YCTaHaBNMBaNTe naTyu
OC n npunoXxeHnn cpasy — OHU
3aKpbIBaloT Ablpbl B 6€30MacHOCTH.




Kputnyeckoe MbiluyieHne — HY‘-II.IJMﬁ dHTUBUPYC

* Yenoseyeckuit pakTop: MpoTUB cOLManbHO| MHXEeHepuu paboTaeT TONbKO Balll MO3T.
* [lpuHUMN HyneBoro poeepus: Ecnu npeanoXeHne CIUWLKOM XOPOLLO, YTO6bl ObiTb NPaBAOK — 3T0 06MaH.
» [ay3a: MowweHHUKM ToponAaT («CpouHo!»). BosbmuTe naysy, 4To6bl NPOBEPUTL PAKTbI.



YeK-NUCT
LU(PPOBOU NMMrueHbl

| | HacTpouTtb ABYX(paKTOPHYHO
ayTeHTUPUKaLuIo (2FA5).

| | NMpoBepuTb HaCTPOIAKK
NPUBATHOCTU B COLICETSX.

| | Ypanutb Hencnonb3yembie
aKKayHTbl.

| | Nlenatb perynsipHble pe3epBHble
Konuu (63kanbl).

| | CkaumBaTb NpUNOXKEHUS TONbKO
M3 0GuLMaNbHbIX MaraauHoB
(RuStore, App Store, Google Play).



byabTe yMHee XaKepoB

Balua 6e30nMacHOCTb B BalLMX pPyKax.

«B Mupe, rge TeXxHONOoruu CTuparoT

rpaHb MeXay npaBAon U NOXbHo, Balla
6AUTENBbHOCTb — NYYLLIWUA LLUTY.
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